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EXPLANATORY NOTE

As enacted Republic act no. 10175, otherwise known as “the Cybercrime
Prevention act of 2012”

The State recognizes the vital role of information and communications industries
such as content production, telecommunications, broadcasting electronic
commerce, and data processing, in the nation’s overall social and economic
development. The State also recognizes the importance of providing an
environment conducive to the development, acceleration, and rational
application and exploitation of information and communications technology
(ICT) to attain free, easy, and intelligible access to exchange and/or delivery of
information; and the need to protect and safeguard the integrity of computer,
computer and communications systems, networks, and databases, and the
confidentiality, integrity, and availability of information and data stored therein,
from all forms of misuse, abuse, and illegal access by making punishable under
the law such conduct or conducts.

In this light, the State shall adopt sufficient powers to effectively prevent and
combat such offenses by facilitating their detection, investigation, and
prosecution at both the domestic and international levels, and by providing
arrangements for fast and reliable international cooperation

This House Bill seeks to ensure that the country fulfills its commitments to foster
the prevention, investigation, suppression and the imposition of penalties
therefor, providing for stiffer penalties and sanctions for its violations.



Thus, the early passage of this bill is earnestly requested.

A

MICHAEL L. ROMERO
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AN ACT

AMENDING REPUBLIC ACT 10175, OTHERWISE KNOWN AS
“THE CYBERCRIME PREVENTION ACT OF 2012”, TO FOSTER
THE PREVENTION, INVESTIGATION, SUPPRESSION AND THE
IMPOSITION OF PENALTIES THEREFOR, PROVIDING FOR
STIFFER PENALTIES AND SANCTIONS AND FOR OTHER
PURPOSES

Be it enacted by the Senate and House of Representatives of the Philippines in
Congress assembled:

SECTION 1. Section 8 of Chapter III of Republic Act NO. 10175 is hereby

amended, to read as follows:

CHAPTER III

PENALTIES
Section 8. Penalties. — Any person found guilty of any of the
punishable acts enumerated in Sections 4(a) and 4(b) of this
Act shall be punished with imprisonment of prision mayor or
a fine of at least Four hundred thousand pesos
(Php400,000.00) up to a maximum amount commensurate
to the damage incurred or both.

Any person found guilty of the punishable act under Section
4(a)(5) shall be punished with imprisonment of prision mayor
or a fine of not less than Five hundred thousand pesos
(Php500,000.00) or both.



If punishable acts in Section 4(a) are committed against
critical infrastructure, the penalty of reclusion temporal or a
fine of at least Five hundred thousand pesos (PhP500,000.00)
up to maximum amount commensurate to the damage
incurred or both, shall be imposed.

Any person found guilty of any of the punishable acts
enumerated in Section 4(c)(1) of this Act shall be punished
with imprisonment of prision mayor or a fine of at least Four
hundred thousand pesos (PhP400,000.00) but not exceeding
One million pesos (PhP1,000,000.00) or both.

Any person found guilty of any of the punishable acts
enumerated in Section 4(c)(2) of this Act shall be punished
with the penalties as enumerated in Republic Act No. 9775 or
the "Anti-Child Pornography Act of 2009": Provided, That the
penalty to be imposed shall be one (1) degree higher than that
provided for in Republic Act No. 9775, if committed through a
computer system.

Any person found guilty of any of the punishable acts
enumerated in Section 4(c)(3) shall be punished with
imprisonment of arresto mayoror a fine of at least One
hundred Fifty thousand pesos (P150,000.00) but not
exceeding  Two hundred fifty thousand pesos
(PhP250,000.00) or both.

Any person found guilty of any of the punishable acts
enumerated in Section S shall be punished with imprisonment
one (1) degree lower than that of the prescribed penalty for the
offense or a fine of at least Two hundred thousand pesos
(Php200,000.00) but not exceeding Five hundred thousand
pesos (Php500,000.00) or both.

SECTION 2. Section 9 of Chapter III of Republic Act NO. 10175 is hereby
amended, to read as follows:

Section 9. Corporate Liability. — When any of the punishable
acts herein defined are knowingly committed on behalf of or
for the benefit of a juridical person, by a natural person acting
either individually or as part of an organ of the juridical
person, who has a leading position within, based on: (a) a



power of representation of the juridical person provided the
act committed falls within the scope of such authority; (b) an
authority to take decisions on behalf of the juridical
person: Provided, That the act committed falls within the
scope of such authority; or (c) an authority to exercise control
within the juridical person, the juridical person shall be held
liable for a fine equivalent to at least double the fines
imposable in Section 7 up to a maximum of Twelve million
pesos (Php12,000,000.00).

If the commission of any of the punishable acts herein defined
was made possible due to the lack of supervision or control by
a natural person referred to and described in the preceding
paragraph, for the benefit of that juridical person by a natural
person acting under its authority, the juridical person shall
be held liable for a fine equivalent to at least double the fines
imposable in Section 7 up to a maximum of Seven million
pesos (PhpP7,000,000.00).

The liability imposed on the juridical person shall be without
prejudice to the criminal liability of the natural person who
has committed the offense.

SECTION 3. TRANSITORY PROVISION - Existing industries,
businesses and offices affected by the implementation of this Act shall be given
six (6) months transitory period from the effectivity of the IRR or such other
period as may be determined, to comply with the requirements of this Act.

SECTION 4. IMPLEMENTING RULES AND REGULATIONS. - The
departments and agencies charged with carrying out the provisions of this Act

shall, within sixty (60) days after the effectivity of this Act, formulate the

necessary rules and regulations for its effective implementation.

SECTION 5. REPEALING CLAUSE. - All laws, decrees, executive
orders, rules and regulations, or parts thereof inconsistent with the provisions

of this Act are hereby repealed or modified accordingly.



SECTION 6. SEPARABILITY CLAUSE. - If, for any reason, any
section or provision of this Act is held unconstitutional or invalid, the other

sections or provisions hereof shall not be affected thereby.

SECTION 7. EFFECTIVITY CLAUSE. - This Act shall take effect
after fifteen (15) days from its publication in the Official Gazette or in at least two

(2) national newspapers of general circulation whichever comes earlier.

Approved,





