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EXPLANATORY NOTE 

The accelerated global adoption of digital technologies has brought undeniable 
benefits, transforming industries and creating new opportunities for economic growth 
and social development. However, this digital shift has also led to an alarming rise in 
cybercrimes, including ransomware attacks, financial fraud, identity theft, and 
cyberterrorism. The Philippines is not immune to this phenomenon, as evidenced by 
significant incidents that threaten national security, economic stability, and public 
safety. 

The Philippine Health Insurance Corporation (PhilHealth) ransomware attack in 
2023 illustrates the escalating sophistication and frequency of cyber threats. The 
cybersecurity firm Kaspersky reports that the Philippines experienced over 15,312 
attempted ransomware attacks against businesses in 2023 alone, making it the fourth 
most targeted nation in Southeast Asia. Furthermore, the misuse of emerging 
technologies, such as artificial intelligence (deepfakes) and cryptocurrency, has 
compounded these threats. These tools have been exploited to spread 
misinformation, commit fraud, and evade law enforcement, undermining public trust 
and destabilizing critical institutions. 

The Cybercrime Investigation and Coordinating Center (CICC), created under 
Republic Act No. (RA) 10175, the "Cybercrime Prevention Act of 2012," is tasked to 
coordinate the preparation of appropriate and effective measures to prevent and 
suppress cybercrime activities. While the CICC, an inter-agency body, has made 
strides in fulfilling its mandate, its current resources and capabilities remain 
inadequate to address the rapid evolution and increasing volume of cybercrimes. 
Further, certain measures in subsequent laws such as RA 10844, which transferred 
CICC's cybersecurity mandate to the Department of Information and Communications 
Technology (DICT), need to be revisited. It is firmly submitted that placing 
cybersecurity and cybercrime prevention and suppression under one roof, i.e., CICC, 
will enhance coordination of the two distinct technical fields, foster joint incidence 
response, and leverage fully the use of shared technologies, which are critical in 
ensuring data and system protection and real-time collaboration and faster response 
time. Thus, there is pressing need to restore the cybersecurity mandate of CICC as 
orig[ nally designed. 

Under RA 10175, the CICC is to lead and coordinate efforts to prevent and 
suppress cybercrime, yet its lack of investigative powers, such as subpoena authority, 
has severely limited its effectiveness. Meanwhile, RA 10973 granted similar powers to 
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